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                                                “What's gotten in the way of education in the United States is a theory of social engineering that says there is ONE RIGHT WAY to proceed with growing up.”  John Taylor Gatto

                                            
                                        

                                        
                                    

                                

                            
                            
                            

                                
                                
                                    

                                        
                                        

                                            

                                                
                                                

                                                    
                                                        What’s stored in your school Google Drive account?  You might be surprised.
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                                                                WATCH THIS 
                                                                FOX 5 NEWS CLIP from Springfield, MO
                                                                . They show one teacher log into her school issued Google Drive account where her personal information, including 139 passwords and audio of voice to text messages and Siri searches were stored, allegedly unencrypted.If you or your child have a Google account through school, you are going to want to read this.
                                                            

                                                            
                                                                While many
                                                                 have questioned 
                                                                Google’s invasion of the classroom
                                                                 and how Google Apps for Education, (now called G-Suite), collects and uses student or teacher information, few have really gotten much in the way of answers. What is reportedly happening with Springfield Missouri Public School’s use of Google Drive offers a rare glimpse into Google’s potential to collect data. School-issued student Google accounts connect to Google Drive which can allow for the ability to Auto-Sync devices to Auto-Save passwords, browsing history and other digital data points from numerous devices used by a single user. For students in SPS this could include digital data from non-school related accounts. This July 17, 2018

                                                                Fox 5 KRBK news story explains how one family discovered this practice and reported it to the school district.
                                                            

                                                            
                                                                
                                                                    “The Elys claim that the SPS Google Drive, given to all SPS employees and students, automatically begins to store information from any device the drive is accessed on. This includes browser history, but also personal information such as files and passwords. 
                                                                    They add that even if you log out of the drive, it stays running and recording in the background.
                                                                

                                                                After bringing their concerns forward this past May, they say that despite the evidence presented, no serious action has been taken on behalf of the district.

                                                                “They have a lot of evidence and have had it since December, and we have not heard one word from any of them, said Dianne Ely.

                                                                With more searching, the Elys have now found even more sensitive information that’s been stored to their daughter’s Google Drive, including 139 passwords to both her and her husband’s different accounts and also voice recordings of both her and her children.

                                                                
                                                                    
                                                                        “My voice to text was being stored as well as any search my kids did, and I could say ‘sure my daughter was searching on Google,’ but my phone uses Safari. When I used my 
                                                                        texting
                                                                         app on my 
                                                                        iPhone
                                                                        , it recorded my voice, as well as typing out the words and saving it on my Google Drive,” said Brette Hay, the Ely’s daughter and a teacher at Pershing Middle School.
                                                                    
                                                                

                                                                The Elys hope with this new evidence, not only will parents and students especially those who use essay writing services take action to check what private information of their own could be stored on the drive, but that the school district will also take the appropriate steps to make their Google Drive safe.” [Emphasis added]

                                                            

                                                            Parents want to know: Why is Auto-Syncing of devices and Auto-Saving of passwords allowed on any school-issued Google account?

                                                            
                                                                Google changed its Google Drive syncing in September 2017
                                                                . This new policy raises several questions:
                                                            

                                                            	
                                                                    How does this Google change affect privacy and security and access to school-issued Google Drive accounts? Does it allow 
                                                                    cross device tracking
                                                                    ?
                                                                
	
                                                                    Are students, parents, school employees, (who are often 
                                                                    required
                                                                     to use the school-issued Google Drive),  informed that their devices could be automatically synced, and remain synced even when the log out?  Are  users informed of what information, including personal passwords, could be stored on their school-issued Google Drive?
                                                                
	
                                                                    Since district administrators can set permissions, do districts have the ability to disable the Google Auto-Sync and Auto-Save function?
                                                                


                                                            
                                                                Each state has consumer protection laws
                                                                 and state privacy laws that may prohibit the collection or reporting of individual’s biometric information such as facial or voice recognition. There are also several federal privacy laws, highlighted below, that apply specifically to student information.
                                                            

                                                            
                                                                
                                                                    PPRA
                                                                
                                                                 The law requires that schools obtain 
                                                                written consent from parents
                                                                 before minor students are required to participate in any U.S. Department of Education funded survey, analysis, or evaluation that reveals information concerning the 
                                                                eight protected areas
                                                                .
                                                            

                                                            
                                                                
                                                                    FERPA
                                                                
                                                                34 CFR § 99.3
                                                                 defines an education record as “The term education record means those records that are: (1) Directly related to a student; and (2) Maintained by an educational agency or institution or by a party acting for the agency or institution.  Generally, schools must have written permission from the parent or eligible student in order to release any information from a student’s education record.”  However, FERPA allows schools to disclose covered information in education records, without consent, in certain situations.
                                                            

                                                            The auto-syncing capability of Google Drive raises additional concerns for schools using this technology:

                                                            	If personal devices are synced and passwords stored, and if a student’s personally identifiable (PII) is collected, does the district’s or Google’s access to student Google Accounts meet the requirements of federal and state laws? Should the district be required to obtain informed written parental consent prior to this PII data being aggregated on the Google Drive?
	Has covered information stored on the Google Drive ever been accessed by anyone other than the student, parent, or school official?
	Is posting a student’s ID on each school device, and generating a uniform password for all students, in compliance with best practices and FERPA? (See Dr. Ely’s May testimony for an example of this practice.)
	
                                                                    If parents feel their student’s personally identifiable information has been disclosed improperly, they can
                                                                    file a FERPA complaint
                                                                    .
                                                                


                                                            
                                                                
                                                                    COPPA
                                                                
                                                                 “The primary goal of COPPA is to place parents in control over what information is collected from their young children online.  The Rule was designed to protect children under age 13 while accounting for the dynamic nature of the Internet.  The Rule applies to operators of commercial websites and online services (including mobile apps) directed to children under 13 that collect, use, or disclose personal information from children, and operators of general audience websites or online services with actual knowledge that they are collecting, using, or disclosing personal information from children under 13.  The Rule also applies to websites or online services that have actual knowledge that they are collecting personal information directly from users of another website or online service directed to children.”
                                                            

                                                            	If personal information of children under the age of 13, such as their browsing history or location was collected when they were online (including when they accessed non-educational websites outside of school, while not actively logged into their synced Google Drive) and if the information from this synced device was stored on the school-issued Google Drive, along with saved passwords, who has access to this information?  Is informed parental consent required?
	Can this personal information in the Google Drive ever be accessed by anyone other than the student and their parent?


                                                            
                                                                
                                                                    HIPAA
                                                                
                                                                 “The Health Insurance Portability and Accountability Act of 1996 (HIPAA) required the Secretary of the U.S. Department of Health and Human Services (HHS) to develop regulations protecting the privacy and security of certain health information. To fulfill this requirement, HHS published what are commonly known as the HIPAA 
                                                              Privacy Rule
                                                                 and the HIPAA 
                                                               Security Rule
                                                                .”
                                                            

                                                            
                                                                While information 
                                                        
                                                                    contained in a student’s education record
                                                    
                                                                 is generally not covered by HIPAA, it is 
                                                                generally covered by FERPA
                                                                .   This leads to a larger set of questions when Auto-syncing devices and storing  information in a school-issued Google Drive:
                                                                
                                                                    

                                                                
                                                            

                                                            	Is a student’s personal information stored in a school-issued Google Drive considered part of a student’s education record? What if the personal information was obtained outside of school, without the student’s or parent’s knowledge?
	
                                                                    Does HIPAA apply if  information stored on a school-issued Google Drive, is personal information about someone other than a student?
                                                                    	Is access to your family’s health record part of a student’s educational record, both FERPA and HIPAA compliant if you did not knowingly supply the information to the school?
	Is audio of a parent discussing personal medical information considered part of a student’s education record?
	If a relative or friend is a medical professional and you used his/her computer to log into your Google Drive, and now the device is synced, are the auto-saved passwords and medical information on this personal computer part of the student’s education record?


                                                                
	
                                                                    In general, is Google Drive HIPAA compliant? If passwords are exposed,
                                                                    does the district and Google follow the necessary steps
                                                                     to ensure 
                                                                    Google HIPAA compliance
                                                                    ?
                                                                


                                                            
                                                                Best Practices
                                                            

                                                            
                                                                In the Fox 5 news story, the School District claims that they followed best practices and there is no breach
                                                                 within the SPS system
                                                                .  
                                                                In response to these allegations, SPS stated
                                                                :
                                                            

                                                            
                                                                “We believe that our data systems remain safe and secure. In reviewing the concerns brought forward, no data breach has been identified within the SPS system, nor are we aware of any personal information on our servers beyond the appropriate staff and student information provided to the district. We want to assure our community that SPS will always support any investigation into allegations, such as these, in order to address concerns. SPS is committed to doing all that is necessary to keep our staff and students safe and secure. This is true for both facility and cyber security. We work with third-party vendors to regularly monitor and evaluate our procedures and information systems. We implement ongoing updates to our best practices and information systems to maintain and strengthen, wherever appropriate. Our IT Department continues to review best practices in the industry, refining and enhancing district procedures on a regular basis, while also strictly adhering to the manufacturer’s terms of use for any software or other product. We know that ongoing training is essential to protecting the security of each individual and the district-at-large. Over the past three years, we have focused on new training for both staff and students regarding how to be responsible digital citizens. Because this is a personnel matter, we are limited in the details that we can provide, but we remain vigilant in our work to protect the safety and security of our systems, in the best interest of all SPS constituents. At this time, our internal and independent assessments do not indicate that there is a reason for the community to be concerned.”

                                                            

                                                            
                                    
                                                                Screenshot of teacher checking passwords saved on the SPS Google Drive account. The teacher has shown that if you click on the eye icon of any of these accounts, the passwords are exposed. (We redacted the email addresses and the Amazon account that shows the password has been deactivated.)
                                                            
                                                            
                                                                We wonder about the reported non-school related information and non-school related passwords to accounts (including accounts with personal banking information, medical accounts) that are allegedly stored unencrypted on school-issued Google Drive accounts?  Would this situation comply with Missouri’s new law, 
                                                                HB1606
                                                                ,  
                                                                on student cybersecurity and breach reporting
                                                                ?
                                                            

                                                            
                                                                Regardless of the school district’s claim that there is no reason for concern, many people 
                                                                are
                                                                 concerned and are questioning the ethical and legal implications.  Many are wondering if Google Drive Auto-Syncing and Auto-Saving is happening in other school districts across the nation. We have posted videos and links to public testimony presented at Springfield Public School Board meetings with detailed explanations from people who have experienced this first hand and have reported it both to the school district and have filed a police report. We have also posted instructions at the bottom of this blog for you to check what is in your (or your child’s) school-issued Google Drive account.
                                                            

                                                           
                                                            Public testimony of the July board meeting begins at the 4 minute mark.

                                                           
                                                            Public testimony of the May board meeting begins at the 18 minute mark.

                                                            
                                                                What do you think?  
                                                            

                                                            
                                                                If personal, non-education related information is being stored in school-issued Google Drives,  would that data collection cross the line?  
                                                                After reading this blog and reviewing the testimony etc, let us know what you think and let us know what you find in your school Google Drive. 
                                                            

                                                            (You can post a comment on this blog but please do not share your passwords or personal log-in information that would leave you open to hacking; just tell us the types of information you found in your Google Drive. )

                                                            
                                                                We wonder why any school district would want the liability and security risk associated with storing personal information and allegedly unencrypted passwords to personal accounts.  With 
                                                                cyber hacks targeting schools
                                                                 at an alarming rate, think of the security issues and potential for harm.
                                                            

                                                            
                                                                Ask your school district how their Google Drive is set up and look at the information stored in your school-issued Google Drive.
                                                            

                                                            Here’s how to see what is in your school-issued Google Drive, according to May 2018 testimony provided by Dr. Ely. (It may look slightly different depending on the device you are using. )

                                                            
                                                                Steps for checking your/your child’s/your grandchild’s SPS Google Drive Account
                                                            

                                                            
                                                                
                                                                    [Update: Jan 24, 2019:  after multiple requests, we also posted 
                                                                    this step by step guide
                                                                     with screenshots to help parents check their child’s Google Account.]
                                                                    

                                                                
                                                            

                                                            
                                                                Sign- in and security (passwords and devices)
                                                            

                                                            	
                                                                    Log into your account. 
                                                                
	
                                                                    Once into the Google Drive click on the top left the 3 lines, which pops open your Google drive account info. Look all the way at the bottom and click on the round picture of the round circle with your initial in it.
                                                                
	
                                                                    Click on my account
                                                                
	
                                                                    Click Sign-in & security
                                                                
	
                                                                    Scroll all the way to the bottom of the sign in and security page to where it says saved passwords. This is where you can see all of the passwords stored to the SPS Google Drive Account. For the passwords, it might look like an eye but you just need to click on it to reveal the password.
                                                                
	
                                                                    From the sign in and security screen you can also see what devices have been used to log into your sps Google account and allow you to see what devices have been synced with your account. 
                                                                
	
                                                                    You may need to click on “Mange My Activities” to see stored voice to text speech, location tracking, YouTube and search history.
                                                                


                                References and related links:

                                                     
                                          
                                                            
                                                                HB-1490:
                                                            

                                                            
                                                                
                                                                    
                                                                        (4) 
                                                                        Develop a detailed data security plan that includes
                                                                        :
                                                                    
                                                                

                                                                
                                                                    (a) Guidelines for authorizing access to the student data system and to individual student data including guidelines for authentication of authorized access;
                                                                

                                                                
                                                                    (b) Privacy compliance standards;
                                                                

                                                                
                                                                    (c) Privacy and security audits;
                                                                

                                                                
                                                                    
                                                                        (d) 
                                                                        Breach planning, notification and procedures
                                                                        ;
                                                                    
                                                                

                                                                
                                                                    (e) Data retention and disposition policies; and
                                                                

                                                                
                                                                    
                                                                        (f) 
                                                                        Data security policies including electronic, physical, and administrative safeguards, such as data encryption and training of employees
                                                                        ;
                                                                    
                                                                

                                                            

                                                            
                                                                
                                                                    
                                                                         3. The department of elementary and secondary education shall not collect
                                                                         nor shall school districts report the following individual student data:
                                                                    
                                                                

                                                                
                                                                    (1) Juvenile court delinquency records;
                                                                

                                                                
                                                                    (2) Criminal records;
                                                                

                                                                
                                                                    (3) Student biometric information;
                                                                

                                                                
                                                                    (4) Student political affiliation; or
                                                                

                                                                
                                                                    (5) Student religion.
                                                                

                                                                
                                                                    4. Any rule or portion of a rule, as that term is defined in section 536.010, that is created under the authority delegated in this section shall become effective only if it complies with and is subject to all of the provisions of chapter 536 and, if applicable, section 536.028. This section and chapter 536 are nonseverable and if any of the powers vested with the general assembly pursuant to chapter 536 to review, to delay the effective date, or to disapprove and annul a rule are subsequently held unconstitutional, then the grant of rulemaking authority and any rule proposed or adopted after the effective date of this section shall be invalid and void.
                                                                

                                                                
                                                                    5. Each violation of any provision of any rule promulgated pursuant to this section by an organization or entity other than a state agency, a school board, or an institution shall be punishable by a civil penalty of up to one thousand dollars. A second violation by the same organization or entity involving the education records and privacy of the same student shall be punishable by a civil penalty of up to five thousand dollars. Any subsequent violation by the same organization or entity involving the education records and privacy of the same student shall be punishable by a civil penalty of up to ten thousand dollars. Each violation involving a different individual education record or a different individual student shall be considered a separate violation for purposes of civil penalties…
                                                                

                                                            

                                                            
                                                                
                                                                    
                                                                        
                                                                            Missouri Student Privacy Bill  HB14-1490
                                                                        
                                                                    
                                                                     as found on the Missouri Department of Elementary and Secondary Education Data System Management website.
                                                                
                                                            

                                                            
                                                                HB-1490:
                                                            

                                                            
                                                                …The department of elementary and secondary education shall develop criteria for the approval of research and data requests from state and local agencies, researchers working on behalf of the department, and the public
                                                            

                                                            

                                                            
                                                                (3) Shall not, unless otherwise provided by law and authorized by policies adopted pursuant to this section, transfer personally identifiable student data;
                                                            

                                                            
                                                                
                                                                    
                                                                        (4) 
                                                                        Develop a detailed data security plan that includes
                                                                        :
                                                                    
                                                                

                                                                
                                                                    (a) Guidelines for authorizing access to the student data system and to individual student data including guidelines for authentication of authorized access;
                                                                

                                                                
                                                                    (b) Privacy compliance standards;
                                                                

                                                                
                                                                    (c) Privacy and security audits;
                                                                

                                                                
                                                                    
                                                                        (d) 
                                                                        Breach planning, notification and procedures
                                                                        ;
                                                                    
                                                                

                                                                
                                                                    (e) Data retention and disposition policies; and
                                                                

                                                                
                                                                    
                                                                        (f) 
                                                                        Data security policies including electronic, physical, and administrative safeguards, such as data encryption and training of employees
                                                                        ;
                                                                    
                                                                

                                                            

                                                            
                                                                
                                                                    
                                                                         3. The department of elementary and secondary education shall not collect
                                                                         nor shall school districts report the following individual student data:
                                                                    
                                                                

                                                                
                                                                    (1) Juvenile court delinquency records;
                                                                

                                                                
                                                                    (2) Criminal records;
                                                                

                                                                
                                                                    (3) Student biometric information;
                                                                

                                                                
                                                                    (4) Student political affiliation; or
                                                                

                                                                
                                                                    (5) Student religion.
                                                                

                                                                
                                                                    4. Any rule or portion of a rule, as that term is defined in section 536.010, that is created under the authority delegated in this section shall become effective only if it complies with and is subject to all of the provisions of chapter 536 and, if applicable, section 536.028. This section and chapter 536 are nonseverable and if any of the powers vested with the general assembly pursuant to chapter 536 to review, to delay the effective date, or to disapprove and annul a rule are subsequently held unconstitutional, then the grant of rulemaking authority and any rule proposed or adopted after the effective date of this section shall be invalid and void.
                                                                

                                                                
                                                                    5. Each violation of any provision of any rule promulgated pursuant to this section by an organization or entity other than a state agency, a school board, or an institution shall be punishable by a civil penalty of up to one thousand dollars. A second violation by the same organization or entity involving the education records and privacy of the same student shall be punishable by a civil penalty of up to five thousand dollars. Any subsequent violation by the same organization or entity involving the education records and privacy of the same student shall be punishable by a civil penalty of up to ten thousand dollars. Each violation involving a different individual education record or a different individual student shall be considered a separate violation for purposes of civil penalties…
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                                                                        -
                                                                        
                                                                            August 3rd, 2018 at 5:42 am
                                                                        
                                                                        
                                                                            none
                                                                            
                                                                            Comment author #27645 on What’s stored in your school Google Drive account?  You might be surprised. by Missouri Education Watchdog
                                                                        
                                                                    

                                                                    
                                                                        This is EXCELLENT, EXCELLENT information as usual!  I will DEFINITELY be checking our account.  Thank you once again Cheri for providing this incredible, eye-opening information! Thank you for keeping us informed!  You are awesome and I surely appreciate it!
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                                                                            none
                                                                            
                                                                            Comment author #27646 on What’s stored in your school Google Drive account?  You might be surprised. by Missouri Education Watchdog
                                                                        
                                                                    

                                                                    
                                                                        As an SPS employee, I had students whose accounts were hacked and assignments changed.  I also had some passwords from personal accounts saved on my school google account.
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